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1 E-Mail Policy Statement of understanding for New
Personnel 1.~

1. Purpose. To establish policy and prO
~ ide specific guidance for the admin~strati?n and us~ o£ E-:-M,:il ~naccordance with referer:ces (a)

through (1). Th1S Order 1S pun1t1ve 1n rgard to paragraphs 4J, 4k,

and 41, and violations are punishable und r Article 92, OCMJ.

2.

Cancellation.

DivO 5271.1A.

3. 

Background. The Division has two Loc 1 Area Networks (LAN),
classified and unclassified. The unclass'fied LAN is connected to the
Defense Information System Network (DISN) via the Okinawa Wide Area
Network (OWAN). This connection provides Division organizations
access to the worldwide capabilities of teNon-secure Internet
Protocol Router Network (NIPRNET) includi g Internet access. The
classified LAN is connected to the Secure Internet Protocol Router
Network (SIPRNET), and also has secure wo ldwide connectivity. Except
where noted, this order applies to both 3 Marine Division L~Ns.

4. Definitions

Non-Secure Interne~Protocol Routbr N~~k. NIPRNET is a
NIPRNET is aut~ze~ to process UNCLASSIFIED

a.
non-secure network.
traffic only.
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b.network.level.Sec~re Internet Protocol Router ~etwork. SIPRNET is a secure
~SIPRNET is-authorized to procefs traffic up to the SECRET
SIPRNET users must have at leastla SECRET clearance.

c. Electronic-Mail. E-Mail is an a
i thorized means of

communication that uses computer-to-comp ter data transfer technology,

normally in the form of textual messages or attached data files.

d.

Virus Protection

(1) Protection. Norton Anti-Vir s is the standard Anti-Virus
software used by the 3d Marine Division nd is resident on the Server
Management Server (SMS). Upon logon, 8M verifies that the most
current Anti-Virus software has been ins aIled on the individual's
workstation. If SMS detects that the an i-virus patch is outdated, it
will install the updated version. There is no user intervention
required. Users should not attempt to d wn1oad patches directly from
the internet.

(2) Detection. Users who contract a virus that is not
detected by Norton Anti-Virus should contact the G-6 immediately.
Users should not attempt to inoculate the virus themselves nor should
they open attachments they suspect to be 'nfected as this can result
in further dissemination of the virus.

t~e following information is(a) When reporting a virus,

required:

1 Name of the virus.

2 Date and time detected

.l 

Suspected source of the[ virus.

! Actions taken to removeVisolate the virus.

(3) If a user activates a virus, hat mailbox will be
immediately deleted and the computer remo ed from the Marine Corps
Enterprise Network (MCEN). That mailbox ill not be recreated until
the supporting S-6 or G-6 has inspected t e computer to ensure that
the virus has been removed. Some compute s may require reformatting
depending on the string of virus activate.

e. Organizational E-Mail. Organizat'onal E-Mail is any message
or file transmitted to or from an authori ed organizational mailbox.
Organizational E-Mail is the most formal ype of E-Mail sent to or
from an organization in the name of the c mmander. This is comparable
to traditional formal correspondence or m ssage traffic addressed by
title to the commander of an organization

2
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f. Organizational Mailbox (OMB). T e OMB is the E-Mail address
of an office, activity, or command autho ized to send and receive
organizational E-Mail. Only those offic s, activities, and commands
with a Plain Language Address (PLA) are uthorized an OMB. More than
one person may access this mailbox, as a thorized by the commander or
head of the office owning the mailbox. he LAN profile for the OMB
will allow only authorized users access 0 the E-Mail and printer
services. Organizations will monitor th ir mailboxes and ensure that
appropriate action is taken on incoming -Mail.

g. Section E-Mail. Section E-Mail ~s any message or file
transmitted to or from a section's mailbqx.

h. Section Mailbox(SMB). The 5MB i an E-Mail address of a
subordinate office, activity, or element of a command. Such offices
are not authorized an OMB. More than on person may access thismailbox, 

as authorized by the commander r head of the office owning
the mailbox.

i. Individual E-Mail. Individual E Mail is a message or file
transmitted to or from an individual'sm ilbox containing informal
information that does not commit or dire t an organization. The
intent of individual E-Mail is to facili ate the direct exchange of
information in much the same manner a's t e telephone. The Security
Manager will consider requirements for i dividual classified accounts
on a case-by-case basis.

j. Individual Mailbox. The individ al mailbox is the E-Mail
address of an individual. In accordance ith established security
procedures, access to this mailbox is Ii ited to the individual
whose name is on the account. Marines c nnot authorize an individual
to check their E-Mail while they are abs nt. Passwords will expire
and must be changed every 90 days.

k. Official Use. Marine Corps info mation technology resources
can be used when work related and determ'ned to be in the best
interest of the federal government and t e Marine Crops. Access
should be appropriate in frequency, dura ion, and be related to
assigned tasks. Examples include using he Internet to:

(1) Obtain information to suppor~ Department of Defense,
Department of the Navy and United States IMarine Corps missions.

.(2) Obtain information that enha~ces the professional skills
of Marine Corps personnel. ,J"

(3) Improve professional or pers ~nal skills as part of a
formal academic educa~ion or military/ci ilian professional
development program (If approved by the ommand).

3
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1. Authorized use. The limits of a thorized use may vary from
command to command depending on the stre gth of the network and
command information needs. Under optimu conditions, Marine Corps
computers may be used to access the Inte net for incidental personalpurposes 

such as Internet searches and b ief communications as long as
such use:

(1) Does not adversely affect th j performance of official
duties by the Marine/Employee .c""

.(2~ Serv~ a legitimate interest ~uch as enhancing professional
Skllls or lmprovlng morale. ...1...,.,

(3) Is of minimal frequency and 1uration and occurs during an
individual's personal time. " "'"

(4) Does not overburden Marine Cqrps computing resources or
communication systems. I.

Does not result in added cos~s to the government.

(6)
Marine Corps

Is 

not used for purposes tha~ adversely reflect upon the

(7) The exchange of personal, un fficial E-Mail between
Marine Corps Enterprise Networks (MCEN) nd commercially hosted
accounts (i.e., sending a personal E-Mai message to your family at
their @ATT.COM E-Mail address from your C E-Mail) account is
authorized if in accordance with referen e (f).

m. Prohibited Use. Use of Marine C rps resources to connect to
the Internet for purposes other than tho e described in paragraphs 4j
and 4k above is prohibited. These prohi ited activities may result in
administrative or other disciplinary act'on such as courts-martial or
non-judicial punishment. Examples of pr hibited use include, but are
not limited to the following:

(1

Illegal,

or malic~ous activities

fraudulent,

(2) Partisan political activity, ~ olitical or religious

lobbying or advocacy of activities on be alf of organizations having

no affiliation with the Marine Corps or 00.

(3) Activities whose purposes are, for personal or commercial

fina~cial gain. These activities includ solicitation of business

servlces or sale of personal property. c'
..." c
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4) Unauthorized fundraising.

.(5) Acce~sing, storing, processing, displ~ying or distributing
offenslve materlal such as pornography 0* hate Ilterature.

(6) Obtaining, installing, or usi 1 g software obtained in
violation of the appropriate vendor's pa ent, copyright, trade secret
or license agreement.

7

forwarding,

The creation, or ~assing of chain letters.

(8) Accessing (logging into) comm~ rcial E-Mail services via WEB
interface (e.?, hotmail.com, ao~.com, a t.ne~, etc.) from the (Marine
Corps Enterprlse Network (MCEN) lS not a thorlzed.

(9) Under no circumstances will o i ficial government correspondence or ~ata fil~s be s~nt or orwarded to, or cre~ted or

stored on, commerclal E-Mall serVlces (W B enabled or otherwlse).

n. Authorized Software. Authorized software is computer
software, to include programs and data, hich is authorized for use on
government computer systems. Program so tware includes applications
and utilities that are either purchased r licensed for governmentuse. 

Data includes data of any type tha is purchased or licensed for
government use, or created for official se or authorized use.
Software, which does not require licensi g, such as public domain
software, or "freeware", is authorized i used for official or
authorized usage and approved by the Div'sion Information Systems
Management Officer (ISMO).

o. unaut$orized Software. unauthor 1 z~d software is computer
software, to lnclude programs and data, hlCh does not meet the
criteria of authorized software.

p. Working Papers. Working papers ~ nClUde classified notes from

a training course or conference, researc notes, drafts, document

downloade~ ~nd saved to disk from the Sr'RNET and similar items that
are not flnlshed documents. c"o"""

5. 

~anaqement. E-Mail management is a , ommand responsibility. will manage their individual mailboxes i accordance with the

following guidelines: ;

Users

a. When feasible, mailboxes (OMB, S] B' and individual) will be

checked for new mail at least twice durig the workday. Additionally

all mailboxes will be reviewed a minimum of once per month to purge,
retain, or file E-Mail as appropriate. :";

5
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b. Users will aggressively monitor heir individual mailboxes, so
as not to exceed their mailbox limit. T e limit for a mailbox is (20)
twenty megabytes. Personnel who habitua ly exceed their mailbox limit
will be subject to loss of account privi eges. Users are encouraged
to use their personal folders to store mil. Mail stored in personal
folders does not count against mailbox l'mits. Instructions for
configuring personal folders can be foun at http://www.3div.usmc.mil
in the Self-Training and Help link.

c. Users who are TAD or on leave fo extended periods (five days
or more) should arrange to check their m ilboxes periodically, either
through forwarding of E-Mail to their te porary location, Remote
Access Server/Virtual Private Network ( S/VPN) or the 3d Marine
Division Web Access Client. The G-6/S-6'or ISC will provide further
assistance as required.

d. Enclosure (1) will be incorporat d into the check-in process
for Division organizations as a means of ensuring that newly arrived
Marines requiring access to the NIPRNET/ IPRNET understand the
provision of this Order. New personnel ill read and sign enclosure
(1) signifying understanding. The G-6/S 6 or ISC will retain a signed
copy of enclosure (1) until the account's disestablished and/or the
individual transfers from the Division.

6. 

Security. It is the responsibility f the E-Mail user to
safeguard the information transmitted/re eived and protect it based 0
its sensitivity level (i.e., sensitive, nclassified, and classified)
per references (c) and (d). In addition users requiring SIPRNET
accounts must read and sign the Informat'on Assurance package.

a. Shared files and public folders re to be treated as public
drives with no expectation of privacy. ensitive information such as
counseling notes and fitness reports are easily accessible unless the
owner has made specific arrangements wit the G-6/S-6 or Information
Systems Coordinator to limit access to t ese files. The owner still
bears the responsibility for their inadv rtent public disclosure.
This type of information should be saved stored on floppy disk and
protected by the owner.

b. The users will sa£eguard individ al E-Mail accounts. The
G-6/S-6 or ISC will disestablish account of personnel detaching the
command upon transfer. This will be fac'litated by incorporation of
the G-6/S-6 or Information Systems Coord'nator (ISC)into the checkoutprocess.

c. Account passwords will be Change j at least once every (90

ninety days. Passwords should be chosen with care. Utilizing an

unlikely combination of alphabetic chara ters, numbers, and
punctuation provides greater protection rom password-sniffer and

6
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dictionary based cracking programs.down.pas~words MUST not be written

a. General. The primary function 0 Message Dissemination
Subsystem (MDS) Multiple PLA Editions wi h Profiler and E-Mail Link is
the automatic dissemination of organizat'onal Naval message traffic to
various offices as MDS users or E-Mail a dressees. This dissemination
is based on Plain Language Addresses (P s), Command Guard List (CGL)
entries, and Special Handling Profiles. MDS is a software application
that resides on a LAN file server. Mess ges are made available to MDS
for distribution via Marine Corps Base C mp Butler Telecommunications
Center Message Routing System (MRS).

b. Establishin an Account/Authorization to Use. MDS user
accounts are established bye-mail author'zation with access given
thr.ough Microsoft Outlook folders. G-6/I MO is ultimately responsible
for all access given to the MDS folders. S-6/ISMOs are responsible
for ensuring users have need to know for pecial Handling folder

access.

c. Plain Language Addresse~(~~A~). The Base Telecommunications
center MRS routes messages to the Divisio MDS according to PLA. The
Third Marine Division is responsible for II of the Division Major
Subordinate Elements (MSEs) and their Uni Deployment Programs (UDPs)
on Okinawa. The Division MDS is in curre t revision of PLAs due to
the UDP rotation schedule. It is the res onsibility of the Regimental
S-6/ISMO to coordinate with incoming UDPs the Naval Message traffic
needs of their unit, and pass on to the D vision G-6 the results of

the inquiry.

7
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unit's ALLMSG folder, which is determine~ by the PLAand/or CGL that
the message falls under. I

f. Operating Procedures. The Marin Telecommunications Center
(MTCC) Camp Butler provides Naval teleco unications service for the

CG, III Marine Expeditionary Force, 3d M rDiv, and all units/sections
located on Okinawa. As message traffic omes into the MTCC it is
routed to MDT (Message Distribution Term'nal). MDT then separates
classified from unclassified message tra fic and passes the message
traffic to the Gateguard program. Gateg ard ensures that the messages
meet the classification authorized for t ansmission over that network
and then distributes the message traffic to the Message Routing System
(MRS). MRS then routes the message traf ic via the Windows NT Network
to the Division G-6/ISMO Message Dissemi ation Subsystem (MDS), which
routes messages to public folders locate in Microsoft Outlook.

g. Drafting/Sending Messages. Mess ges are drafted per
instructions contained in Naval Telecomm nications Publication 3(I)and
the current edition of Message Text Form t Editor Software. Ensure
that all PLA's are valid by running the urrent Distributed
Plain Language Address Verification Syst m (DPVS) data base program
before a message is sent to MTCC Camp Bu ler. After messages are
drafted in the MTF format, each section ends their messages to the
MTCC Camp Butler via a section (OMB) for transmission. The outgoing
messages are sent as E-Mail attachments. The precedence and DTGs are
included in the subject line of the E-Ma'l. Each E-Mail sent is
certified for proper accountability. Se tions must ensure thatmessages 

are properly screened before re eased to the MTCC.

h. Receiving Messages. MTCC provid ~s automatic distribution of
message traffic to all outlying units vi the Windows NT network. The
Division G-6/ISMO MDS routes all incomin messages to selected users.

i. Location of Messa e Files/Recove in Old Messa es. Message
traffic is electronically stored for a p riod of 10 days in the "All
Messages" folder located under the 30iv/ taff/Staff MOS folder.
Messages older then 10 days are moved to the "Staff History MOS" where
they are stored for 12 months.

8. Classified Message Traffic

a. Secret/Confidential Messages. As established in the current
edition of reference (f), Confidential a d Secret messages no longer
require a signature at the communication center. Staff sections are
required to establish procedures for con rol and destruction of all
classified messages in their custody.

b. Top Secret Messages. Top secret l essages will be delivered to t~e Top Secret Control,Officer (TSCO) fo distribution. All copies

wlll be numbered and slgned for. "

8
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9 Messages Requiring Spe~ial Handling

a. S ecial Cate or (SPECAT) Messa s. SPECAT messages are
always classified. These messages will e handled according to their
classification and in accordance with sp cific written instructions
provided by the designated control offic r for the "code word"message.

b. During working hours, SPECATs Wi~ l be handled as directed by
the control officer. After working hour, SPECATs will be handled per
paragraph ge below. All top secret SPEC Ts will be handled per
subparagraph a above.

c. Limited Distribution (LIMDIS) Me sa es. LIMDIS messages will
be distributed per the current edition 0 Division Order P2130.1.
Distribution of LIMDIS messages will be 0 the staff section having
primary staff cognizance as indicated in the current edition of DivOP2130.1.

d. Personal For. "Personal For" me~sages will be electronically
routed to the "Personal For" folder in M'crosoft Outlook. The
Commanding General, Chief Of Staff, Adju ant, and Staff Secretary have
access to this folder.

e. After Working Hours. After WOrkjng hours, the MTCC will
noti~y the Co~and Duty Of£icer (CDO) of receipt of messages requiring
spec1al hand11ng. ,

10. 

Authorized E-Mail Software. The Di~ision E-Mail software
standard is Microsoft Outlook 97 or 98. I

11. 

Retention PoliSIPRNET.for Classified DocJments Downloaded from the

a. As established in the current e ition of reference (i)
Working papers include classified notes rom a training course or
conference, research notes, drafts, and imilar items that are not
finished documents. Working papers that contain classified
information shall be:

(1 Dated when created

(2) Conspicuously marked "WOrki 1g Paper" on the first page inletters 
larger than the text. i

(3) Marked centered top and bot~om on each page with the
highest overall classification level of ~ny information they contain.

(4 Protected per the assigned ~lassification level.

9
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Destroyed, by authorized me~ns, when no longer needed

b. Commanding officers shall estab ish procedures to account
for, control" and mark all working paper in the manner prescribed for
a finished document of the same security classification level when
retained more than 180 days from date of creation or officially
released outside the organization by the originator.

12.

Action

a.(1

Manage all E-Mail accounts.

(2) Install and maintain the OM* for 3d Marine Division.

(3) Coordinate with the appropr~ate S-6/rSC for creation of
OMB's and 5MB's for all appropriate Divi~ion organizations and units.

(4) Provide technical support a1 d assistance to the Division
staff and organizational S-6/ISC's as re uired to implement the

provisions of this Order.

(5) Ensure that the contents of Ithis order are included in
the Division's Logistical Readiness InsP1ction program.

b.

Commandin Officers, Re arate Battalions

(1 Assign OMB/SMB coordinators.1

Operate your OMB/SMB in accqrdance with this Order

(3) ,Incorporate e~closure (1) irlto the unit check-in process
of those Marlnes that requlre access to ~he LAN.

(4) Ensure that the G-6/S-6 or 1 SC is incorporated into the

unit check-in/out process to facilitate he

establishment/disestablishment of E-Mail accounts.

Implement the provisions of Ithis Order.

(6) Commanding officers shall e tablish procedures to
account for, control, and mark all worki g papers in the manner
prescribed for a finished document of th same security classification
level when retained more than 180 days f om date of creation or
officially released outside the organization by the originator
(paragraph 11 refers).
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13. Recommendations. Recommendations f r changes to this Order are
invited and should be submitted to Divis on G-6 via the appropriate
chain of command.

~
C. T.
Chief

AID

DISTRIBUTION:
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